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Talk Title: Turning New Threats into Opportunities 

Abstract:  

We live in a world that is continuously changing based on the new 

technologies we see every day. Recently, The UAE has announced 

its AI strategy as well as its National Advanced Science Agenda, 

and brought several world’s Governments under this year’s 

Summit with the theme of AI and Autonomous systems in Smart 

Countries. All of these steps and more are in a bid to achieve the 

objectives of the UAE National Agenda 2021 and the UAE 

Centennial Plan 2071. 

As a Nation moving towards that field of advanced science 

and modern technologies, we run into the risk of exposing our 

infrastructure to various future threats and challenges. A major 

one of them is the cyber threat. That threat in fact is on the rise 

and is an embedded concern within advanced technologies, 

where controlling the CODE means owning the WORLD. As that 

cyber security landscape continues to expand in volume, velocity, 

and variety, the threats are more prominent and sophisticated. In 

parallel, standards and regulations have their own challenges as 

well where they continue to evolve and multiply but in a bit of a 

slower velocity. The dynamics of these forces can be 

overwhelming to any entity, including Nations, and preventing a 

cyberattack is virtually impossible.  

Therefore, turning these new threats and challenges into 

opportunities is crucial to us all. In particular, having an ability to 

proactively detect and protect along with intensively monitoring 

and responding is essential. Private and public sectors 

collaboration also are vital pillars, along with international 

cooperation. The goal is to help building RESILIENCE into the 

systems, such that attacks are identified as early as possible and 

their impact is as manageable as possible. All of these will enables 

smart, safe, and secure Nations and Cities to build resilience into 

their cyber security program, through a systematic approach.  
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These steps, in fact, maps into the UAE’s framework and 

approach in the government work, which is based on future-

planning, proactive thinking and innovating the best practices and 

solutions. By adapting that framework, we will be able to provide 

and develop solutions along with delivering answers to many 

future challenges.  

 

 

  



 

Talk Title: Secure and Trusted Application Execution on    

Embedded Devices 

Abstract: Embedded devices have permeated into our 

daily lives and significant day-to-day mundane tasks 

involve a number of embedded systems. These include 

smart cards, sensors in vehicles and industrial automation 

systems. Satisfying the requirements for trusted, reliable 

and secure embedded devices is more vital than ever 

before. This urgency is also strengthened further by the 

potential advent of the Internet of Things and Cyber-

Physical Systems. As our reliance on these devices is 

increasing, the significance of potential threats should not 

be underestimated, especially as a number of embedded 

devices are built to operate in malicious environments, 

where they might be in the possession of an attacker. In 

this talk, we examine the concepts of the security and 

trust of embedded devices, from the hardware design, 

reliability and trust of the runtime environment to the 

integrity and trustworthiness of the executing 

applications. We also highlight a few notable prevention 

mechanisms along with providing directions for further 

research. 
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